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FROM BOOLE'’S LOGIC TO BOOLEAN APPLICATIONS IN
COMPUTER SCIENCE

BIJT BYJIEBOI JIOT'IKH /10 11 BACTOCYBAHHA Y KOMITIOTEPHHX
HAYKAX

Urgency of the research. We
consider crucial to distinguish between
the original Boole’s logic and its modern
development as Boolean logic in order to
understand their theoretical and applied
capacities. In addition, the development
of Boolean logic constitutes a strong
example about the relationships between
logic, an algebraic language of thoughts,
and computation.

Target setting. Boole’s logic is
generally perceived as equivalent to
Boolean logic despite their mathematical
and conceptual  differences.  The
influences of Boolean logic on computer
science are recognized especially in their
applications in circuits design. However,
it appears that the influence of this logic
on Cryptography is less cited in the
literature when studying the
relationships between logic and computer
science.

Actual scientific researches and
issues analysis. Studies of
cryptographic Boolean functions and
applications have been realized by
scholars such as T. Cusick, and P. Sta-
nica. Boolean methods in Mathematics
are studied by Y. Crama and P. L. Ham-
mer. Some differences between the
original Boole’s logic and the modern
Boolean logic have been pointed out and
promoted by N.J. Wildberger. Boole’s
algebra as a mathematical language of
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Mohamad Awwad

AxmyaavHicmb memu 00cAaio-
JceHHA. Mu e8saxcaemo 8upiuanbHum
po3medxcysamu  opueiHaavHy  byaesy
A02lKy ma it cyuacHuil po3eumox 3
Memor po3Kkpummas il meopemuvHux ma
npuxaadHux moxcaugocmeil. Pozsumox
Byaesoi noeiku € yiHHUM nNpuxaadom
683aeM038'13Ki8 MIHC N1021KO010,
an2ebpaivHo0 M08010 ma obUuCAeHHAMU
PpeanvbHuUx MipKyeaHb.

ITocmanoeka npooaemu. byaesa
A02iKa, AK Npasuno, CnpuiimMaemscs K
PIBHOUIHHA Bynesum A021iKam,
He38auCcaoul Ha ix mamemamuuHi ma
KOHUenmyaavHi  8i0miHHOCMI. Bnaue
byneeoi noeiku  Ha  itHopmamuxy
8uU3HaHUll 0cobauso 8 ix 3acmocysamHi
npu npoexkmyeaHHi cxem. OOHax, cxodxce,
enaue uiei .no02iku Ha xKpunmozpagiro
MeHue 32a0yembvcsi 8 almepamypli npu
BUBUEHHI B3AEMO383KI8 MINC N1021KON0
ma iHPopmMamuxoro.

AHani3 ocmaHHix docaidxiuceHs i
nyoaikayiit. JlocaidxwcenHs kpunmo-
epagiunux  bynegux  @PyHkyillt ma
dodamkige npogoduau makxi 6ueMi, SK
T. Kycix ma I1. Cmanika. Byaesi memoou
8 mamemamuui susuaroms FO. Kpama ma
II.JI. Xammep. Ha Oesaxi e6iOmiHHOCMI
Mi}C nouamkosow Jao2ikorw byasa ma
cyuacHow bynaesoro N02ik010 8Kasyeas 1
nponaayeas H. . Baiindbepeep.
Byaesa anzebpa sk mamemamuuHa mMosa
Jdymxu 6ysna npedcmasneHa 8 6a2amvox
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thought has been presented in many
fundamental handbooks such as those
written or edited by D.M. Gabbay,
J. Woods, W. Kneale, M. Kneale, and
L. Haaparanta.

The research objective. The first
objective of this research is to formally
explain the theoretical differences
between Boole’s logic and the modern
Boolean logic. The second objective is to
show the immense role of Boolean logic in
computer science through the
developments of circuits design and
cryptography.

The statement of basic material.
The developments of an algebraic logical
language of thoughts by G. Boole are
considered  using  historical and
theoretical perspectives. The technical
implementations of Boolean logic in
combinational circuits and in modern
cryptography show strong influences of a
19" century logic on the latest
technologies of computing.

Conclusions. In this research we
came to the following results: 1) Boolean
logic is different but derived from the
original logic of Boole; it has been
obtained due to a transformational
process that led to a two-valued logic. 2)
This two-valued logic made possible its
digital implementation into a binary
system. 3) The use of Boolean logic in
circuits’ analysis and design constitutes a
strong example of the influences of logic
on computer science. 4) The use of
Boolean logic in cryptography constitutes
another strong example of the role of logic
in modern computation.

Keywords: Logic, Computer
Science, Boole’s Algebra of logic, Boolean
Logic, Circuit analysis and Design,
Cryptography, Error Correcting Code.

dyHOameHmanbHux 00810HUKAX, MAKUX
aK Hanucami  abo  eidpedazosaMi
/. M. I'abbett, /. Byoc, B. Knin, M. KHin
maJl. Xaanapauma.

ITocmanoexa 3a60aHMA.
TI'0108HOM0 MmO Ub020 00CAIOHCEHHA €
NOSACHeHHA MeopemuyuHUX 8i0MiHHOCMell
M Bynaesoro sno02ikorw ma cyuacHumu
Byaesumu  noeikamu.  JJooamixoeoro
Memor 00CAl0HCeHH € OeMOoHCmpPayis
poai bynaesoi nao2iku 8 iH@opmamuul
yepe3 po3pobKuU CxeMuU NPOeKmye8aHHs ma
Kpunmoezpadii.

Buxaad ocHoHO20 mamepiany.
Po3pobxu anzebpaiuHoi .n0214HOI MO8U
MipkyeaHb bByas poseasdaromvbes 3
BUKOPUCMAHHAM icmopuYHuXx ma
meopemuuHux nepcnekmus. TexHiuHi
peanizayii bynesoi n02iKU 8
KOMOTHauiliHux cxemax 1 8 CYydacHil
Kpunmoepagii demoHCMPYOMb CUNBHULL
B8NAUB N02IKU 19 CMOoAIMmmMSA HA HOBIMHI
mexHo.021i 06uUC/1eHb.

BucHoeku. Y uvomy docaioxceHHT
Mu Oitiwau 00 makux pesyavmamis: 1)
Byaesi noeiku  8idpisuaomues, ane
noxodams 610 euxioHoi aoeiku byas; ue
6y.10 OmMpuUMaHo 3ae0aKu
mpancpopmauitinHomy npouecy, axuill
npuseie 00 08o3HauHoi no02iku. 2) I[a
deo3HauHa n02ika 3pobura moxcaugum it
yugposy peanizauyito Yy  08ilKO08ill
cucmemi. 3) BukopucmaHHa n02T4HOL
N021KU 8 aHaAI31 ma npoexmyeaHHi cxem
€ 8a20MUM NPUKAAOOM 8NAUBY N021KU HA
iHpopmamuxy. 4) Buxopucmanhs
Byneeoi noeiku 6 xpunmoepadii € we
00HUM 8a20MUM NPUKAAOOM POAL N02IKU 8
cy4acHux o6HUCAEeHHSX.

Karouosi caosa: no02ika,
Komn’tomepHi Hayku, byaesa sao2iuHa
anzebpa, bByaesa aocika, ananiz 1
Ppo3pobka mikpocxem, kpunmozpadis, koo
8UNPAas.LeHHs NOMUNOK.

Urgency of the research. This study is relevant in many respects. Firstly,
it unveils the incorrect, sometimes assumed, equivalence between the original
Boole’s logic (or Boole's algebra) and the modern Boolean logic (or Boolean
algebra) by precisely providing the differences between them. Secondly, it
emphasizes the crucial role of Boolean logic in Computer science as 1) an algebraic
language used to make logical deductions and proofs, and consequently increasing
the amount of knowledge within the logical system 2) an engineering tool in order
to design digital circuits existing in a wide range of modern technologies 3)
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theoretical models and methods to be applied in modern Cryptography and Error-
correcting code. In addition, this study is relevant regarding the question of the
nature of Computer science as basically a logical development along with other
scientific and physical nature.

Target setting. The investigation of the role of Boole’s logic in Computer
science is a part of a more general problem of studying the influences of logic on
Computer science and other fields of knowledge. Understanding the role of logic
in Computer science is directly related to grasp the foundational developments of
this discipline as well as its nature in the philosophical sense of the term. In this
specific study, it is interesting to observe that Boolean logic is connected to
Computer science as a Mathematical language able to algebraically perform logical
calculations, but also well adapted to be used as a framework to implement
hardware computer components. In a wider perspective, the understanding of the
inherent connections between Logic, Computer science, languages of thoughts,
and digital implementations constitute the nuts and bolts of the problem.

Actual scientific researches and issues analysis. The study of the
applications of Boolean functions in circuits design became classic since the work
of C. Shannon to more recent developments in the VLSI domains. However, a great
number of new discoveries in cryptography has been achieving since the 1970s. For
example, a modern comprehensive reference on cryptographic Boolean functions
has been published by T. Cusick and P. Stanica [1]. This work is foundational-
oriented and presents the major use of Boolean methods and functions in modern
cryptography. Moreover, the reference Boolean Models and Methods in
Mathematics, Computer Science, and Engineering (edited by Y.Crama and
P. L. Hammer) [2] is very relevant in the investigation of the impact of Boolean
functions on these disciplines. It is an extensive work on Boolean functions
covering, among other topics, their algebraic structures, learning theory and
cryptography, graph representations and neural networks, and engineering
applications.

The research objective.  Our main objective in this paper is to
investigate the importance of Boolean logic in Computer Science. We are interested
in understanding the impacts of Boolean logic on the design and analysis of the
combinational logic circuits as well as on Cryptography.

To better support this investigation, our first task is the study of the
foundational concepts of Boole’s algebra of Logic. We consider this task crucial in
order to extract the main substance constituting the modern Boolean Logic by
finding its differences comparing to the original Boole’s logic.

In addition, we seek justifying how Cryptography and Error Correcting Code
theory, sub-areas of computer science, have largely benefited from the
development of Boolean Logic.

The statement of basic material.

From a language of thoughts to combinational circuits.

Originally, G. Boole used algebraic symbols on classes (denoted by
X, ¥, z, ...) that could be related by three main operations: the negation, the union,
and the intersection. Given a class denoted by x, its negation, ¥, represents all
elements that are not members of the class x. The union of two classes x and y and
expressed as x + y, is the class containing all elements in the class x or the class y.
Similarly, the intersection of the classes x and y, denoted by xy, is the class
containing the elements belonging to the class x and the class y. In addition, Boole
used the sign — between two classes x and y as x — y to represent the members of
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x excluding the members of y. Notice that this operation was defined only when
the class y is a part of the class x. On the other hand, the sign ‘=’ is fundamental in
Boole’s system. In fact, it is used to replace the symbol different (represented by
I'=""0or"+") bythe symbol’ ="'. This substitution was possible by adding another
concept we discuss below in the text [3—5].

In this system, we need to define two special classes 1) the universe or the
‘universe of discourse’ to which the variables of interest belong to (i. e. humans,
cars, numbers) 2) the empty class (or null) to which nothing belongs to. In his
algebra, Boole used the symbols 1 and 0 to represent, respectively these two classes.
Apparently, the use of 1 and o for these two classes was influenced by the laws of
probability. However, it is easy to understand that given an element x, the fact that
x belongs to the universe is always true (or 1), and the fact that x belongs to the
empty or the null class is always false (or 0).

Notice that the intersection of an element x with the universe is naturally x,
and the intersection between an element x with the null class is null. These two
facts give respectively the equations 1x = x and Ox = 0. The two mentioned
classes, the universe and the null, are often considered a novelty in the symbolic
algebra of Boole. There is a natural analogy between the intersection of classes and
the product of numbers. In this context, Boole has defined a simple but crucial law
over the intersection and had important consequences in his Algebra of Logic. It
can be said that the intersection of the class denoted by x with itself is exactly x,
and the corresponding equation is xx = x. This idea leads to the equation x™ = x,
called the idempotent law, meaning that the intersection of x with itself repeated
n times is always x and no new elements can be added to x. Note that the division
operation is meaningless in the Algebra of Boole for many reasons. For example,
such hypothetic division in the last equation by x would make the equation x*~1 =
1 meaning the intersection of x with itself repeated n — 1 times are equivalent to
the universe. Many other algebraic reasons make also the division nonsense [3].

Additionally, there is an important restriction that Boole established
regarding the union of two classes. It is not allowed to talk about the union of two
classes except when they are mutually exclusive. For this reason, and in order to
guarantee this condition, Boole often wrote x + xy instead of x + y to exclude all
potential members belonging simultaneously to the classes denoted by x and y.
This restriction constitutes one of the fundamental differences between the
original Algebra of Boole and what we call today the Boolean algebra. Other
differences between these two terms will be discussed in the text.

As we have mentioned, Boole introduced the sign — (minus) as the inverse
of the addition sign. In this context, he originally used 1 — x as the complement of
x (the elements in the universe without the element of x) before using the sign x.
The precedent use of the sign — permits to Boole to introduce the law x(1 — x) = 0
meaning the intersection of a class with its complement is null.

The introduced symbolic notations can represent the main four propositions of
the traditional logic as follows [3]:

e Everyxisy:x(1—y)=0.

e Noxisy:xy=0.

e Some xis y: xy! = 0.

e Some xisnoty:x(1—y)!=0.

In this model, the inequality sign present in the last two propositions is avoided
by introducing the famous symbol v representing a meaning of “some”. In fact,
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when we say “some x is y", it means that some members of the class x are also
members of the class y. Though, these members constitute another class denoted
by v and having at least one member. The last two propositions become [3]:

e Somexisy:xy=v.

e Some xisnoty:x(1—y)=v.

Based on the preceding definitions, the following laws constitute the main
premises of the Algebra of Boole that largely inspired from the classical algebra [3—
51:

Xy = yx

xX+y=y+x
x(y+2z)=xy+xz
x(y—2z)=xy—xz

(x =y) > (xz =yz)
(x=y)->((x+2)=(+2)
x=y) - (x-2) = ~-2)
e x(1—-x)=0

Notice again that the last premise works algebraically only if x is exclusively 0
or 1. This fact does not mean that the original Boole’s system is a 0-1 system.
Boole’s system is a more general algebra of classes where the combinations of
operations on these classes can give “values” or sub-classes different to the null and
the universe classes (0 and 1 respectively). However, his original system can be
turned to become a 0-1 system by adding the restriction “Either x = 0 or x = 1".
This restriction, among others, was fundamental in transforming the original
algebra of Boole into a Boolean algebra.

In any case, what really matters in this development is to establish an Algebra
of Logic using the closest set of axioms and premises to those of traditional algebra
(or numerical algebra) in order to perform the needed calculations in a similar way.
However, what would really distinguish them are the interpretations that can be
stated and not the used form or the language in order to apply these operations.
The main objective of his system is to generate abstractly conclusions or
consequences independently of the interpretation or the meaning that can be
established at the end. In line with this idea, this mechanical process is called a
development which can be analogue to the development followed upon solving a
linear equation or a functional expression. We often consider this Boolean
mechanical approach as the basis of the called decision procedure [3].

Now, it is time to formally distinguish between the original Boole’s logic and
the modern Boolean logic. Boolean logic, a binary truth-functional logic, could be
roughly considered as a special system of Boole’s algebra of logic presented above
with the following three main differences that should be taken into consideration:

1. All variables in the Boolean logic (called classes in the Algebra of logic) are

either o or 1. As consequence of this assumption, the value v denoting the
idea of “some” in the Algebra of logic does simply not exist in the Boolean
logic.

2. The addition of two variables (called union of classes in the Algebra of logic)

is not mutually exclusive in the Boolean algebra; this meansthat 1+ 1 =1
(in opposite to 1 + 1 = 0 when the addition is exclusive in the Algebra of
logic).

——
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3. The negative sign (—) is not used in the Boolean logic as well as the symbol

different (#).

As we have already seen, the symbol () was earlier avoided by Boole by adding
the value v; in Boolean logic, these two symbols have absolutely no place. Because
any Boolean variable is either 0 or 1, the value v is not necessary, and for the same
reason if a variable x is not 0, it is necessarily 1 and vice versa; consequently the
symbol (#) is totally useless.

Another remark that we should state here is the natural corresponding between
the operators complement, addition, and multiplication used in Boole’s Algebra of
logic and their respective equivalence with the negation, disjunction, and
conjunction as exactly the Boolean operators NOT, OR, and AND (often denoted
by -, Vv, and A).

One of the most useful domains of applications of Boolean logic is the circuit
analysis and design. In 1938, C. Shannon proved that Boolean logic can be used in
electronic circuits to perform binary calculations [6]. This idea became and is still
fundamental in designing any modern computing device. A Boolean function (any
algebraic combination of Boolean variables under the operators (-, v, and A), can
be represented as truth table expressing its characteristics. Based on these three
principal Boolean operators (NOT, OR, AND), it is possible to construct any logical
function, and consequently its corresponding circuit.

In more detail, the main Boolean operations are designed in a physical
manner using transistors. A transistor is simply a tiny switching device used as
elementary unit in the construction of more complex electronic circuits. It is
important to mention that a transistor works on voltages: high and low, which can
easily represent respectively the two Boolean logical values true and false (1 and
0). In order to construct a NOT gate, the following simplified procedure on the
transistor is performed: if an input 1 as a high voltage is operated, the output will
be 0 due to a direct connection with the ground that represent a low voltage. If the
input value is 0, the value 1 is passed due to its connection to the power through a
resistor. In both cases the negation of the input is received as output and the whole
mechanism represents the gate NOT. Generally, this basic idea of implementing a
NOT gate using transistors can be expanded to build the AND gate and the OR
gate. Given that the three main operators are now designed as building blocks
gates, any combinational logic circuit can be implemented using the corresponding
three gates. A combinational circuit is a set of connected gates receiving 0-1 inputs
and producing a 0-1 output as the result of a Boolean function. Any connection
between gates or between the input/output and the gates is done by wires [7].

From the general implementation point of view, the designers have built
different useful gates of extended Boolean operations based on the three
elementary gates. For example, the XOR gate for the exclusive OR, the NAND gate
for the negation of the AND, and the NOR gate for the negation of the OR.

Boolean function Cryptography and Error Correcting Code.

The main objective of Cryptography, as a cross-discipline of Computer
Science and Mathematics, is to manage a digital communication between entities
in a secure manner. It tries to prevent the recovering of the original message
(plaintext) and not the coded message sent over the network (ciphertext). The
encryption (enciphering) method is the conversion of the original text to an
encrypted text using a private key (conventional cryptography) or a public key
(public cryptography). The decryption (deciphering) is the recovering of the
encrypted text to the original plaintext using a secret key. Error correcting codes is
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the procedure of detecting the errors produced upon a communication over a noisy
network in order to find and correct these errors at the reception of the message
[2].

The Boolean functions play an important role in cryptography and error
correcting code. Evidently, the original messages, the keys, and any data
transformation during the process of encryption/decryption are represented in
binary. Thus, the cryptographic methods treat these data purely as Boolean
functions [1]. For instance, a composition of non-linear Boolean functions is used
in cryptographic transformations of both stream and block ciphers (two different
encryption methods). In fact, the S-boxes (for Substitution-box), parts of
substitution algorithms of block ciphers, are simply vectorial Boolean functions. In
addition, Boolean operations such as the exclusive OR (XOR) are largely applied
in many encryption algorithms. Moreover, several properties of Boolean functions
are exploited in cryptography to make its methods more effective. For example, the
Correlation Immunity, the resilience, and the Nonlinearity using the distance of
the Boolean functions’ truth tables are widely considered. Finally, the confusion
and the diffusion, important principles in cryptography, are intimately related to
the degree of complexity of the used Boolean functions. In fact, it is possible to
quantify the degree of resistance in a cryptosystem to the known attacks using
fundamental characteristics of the adopted Boolean functions. These
characteristics can be directly associated to the confusion and diffusion principles
[2].

Conclusions of this research and prospects for further
exploration. We have shown in this paper how an Algebra of Logic created by
Boole in the middle of 19th century turned out to be of immense importance in
Computer Science one century later. We explained in this research the
transformation of Boole’s original logic into a modern logic able to be used as a
platform to build combinational circuits. The same modern Boolean developments
allowed generating highly effective cryptographic functions and models to assure
secure digital communication. In general, we tried to prove that Boolean logic has
had great influences in the applied aspects of Computer science as well as in its
theoretical and mathematical foundational aspects. More precisely, we have
investigated in some details how it is possible to use Boolean logic in the analysis
and design of electronic hardware components widely implemented in modern
technologies. This hardware development has been extended in the 1970s to build
VLSI circuits algebraically represented by Boolean functions.

Boole’s main objective was to perform an algebraic logical mechanism on
thoughts similarly to the mechanism used in classic algebra. We emphasized how
this algebraic reasoning that operates on signs can be classified depending on their
functions in order to make logical calculations. Indeed, we know today that any
propositional calculus expression can be written in Boolean algebra.

There are many others important repercussions of Boolean algebra on
Computer science as well as on other area of knowledge that we did not study in
this paper. Perhaps every role in this context deserves a particular exploration.
For example, the theoretical aspects of Boolean algebra improved and extended by
Jevons, Peirce, and Schroder were particularly important in the creation of
predicate logic and, generally, in mathematical logic developments. These
transformational processes leading from one kind of logic to another more
powerful deserve further investigation. In addition, we consider relevant to
explore the essential role of Boolean algebra in statistics and set theory. In fact, the
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Algebra of sets is a Boolean algebra and, due to Stone’s proof, every Boolean
algebra is isomorphic to a field of set.

Finally, it is useful to notice that the domain of Boolean circuit connects the
time complexity to circuit complexity, and the Boolean Satisfiability Problem
(SAT) is always considered a reference problem in theoretical Computer science of
being the first discovered NP-problem.
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